Military Science and Tactics @

hatps.//www.aimst.ir/ o 1S54 435002678 Prire A2 2006- 181y

Model of Command and Control System of Ground Force

Mostafa, Aslani'| Ali, Panahi

Avrticle Info
Article type:

Research Article

Article history:
Received

01 August 2025
Received in revised form
31 August 2025
Accepted

17 Feburaray 2026
Published online

4 September 2026
Keywords:

Model, system of
Command and Control,

Electronic Warfare.

Electronic Warfare

?| Alli, Satarikhah®| Hossain, Moslemi*
Abstract

Objective and Background: Rapid and ever-evolving global
developments in the fields of electronics and the electromagnetic
spectrum—coupled with the impact of electronic warfare operations as a
decisive, battle-dominating factor—render it essential for commanders and
decision-makers to establish a command and control (C2) model for
electronic warfare tailored to the contemporary operational environment of
the Ground Forces. The primary objective of this research is to develop a
command and control model for electronic warfare within the Ground
Forces.

Methodology: This is an applied and developmental study employing a
descriptive, case-study approach with a mixed-methods (quantitative and
qualitative) research design. Data collection involved both library research
and fieldwork, with a sample consisting of 103 personnel from the Army of
the Islamic Republic of Iran. According to the research findings, the model
for the Electronic Warfare (EW) command and control system of the
Ground Forces comprises 7 dimensions, 18 components, and 90 indicators.
Findings: According to the research findings, the EW C2 system model for
the Ground Force, consists of 7 dimensions, 18 components, and 90
indicators.

Conclusion: Based on the research findings, the Electronic Warfare (EW)
command and control system model—comprising the dimensions of
human resources, infrastructure and equipment, processes, architecture and
structure, security, technology, and support, along with their derived
components and indicators—will provide the foundation for the
architecture, implementation, and execution of the aforementioned system.
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Model of Command and Control System of Ground Force
Electronic Warfare
Extended Abstract

Background and Objective:

The nature of future wars, in line with the increasing growth of science and technology, is
witnessing changes in doctrine, strategy and tactics, training, structure, leadership style, a battle
space based on complexity and chaos, lack of separation of military from civilians, increased
complexity in equipment and weapons, increased depth of the battlefield, fluidity of the conflict
scene, spread of war in different domains, nonlinear interaction, decentralized control, self-
organization, adaptation, and dynamism. (Aslani,2021) The secret to the sustainability and
reliability of military and civilian organizations in today's turbulent and complex environment
and future wars is awareness of trends, events, and the relationships between them, as well as
adaptation, as needed, timely action to implement intelligent changes to achieve the
organization's goals. Today, every operation in the military, civilian, intelligence, homeland
security, access, and exploitation of electromagnetic fields relies on electromagnetic access and
exploitation. As the physical domains (land, air, and space) and on the oceans increasingly rely
on access and control of electromagnetic fields, electromagnetics are likely to be instrumental in
the success of any operation. (Lehto M. & Henselmann G, 2019). The EWCC would provide an
overview of threats and other activities in the EME for the overall mission planning and
execution. Based on available data, EW sensors and self-protection equipment on the extracting
assets could be updated to meet the current threats. This however also demands the near real-
time collaboration with national EW reprogramming units. The joint restricted frequency list
would be updated and prioritized to optimize the undisrupted Command, Control and
Coordination of own forces. All completed with increased accuracy of information, speed and
agility in the employment and integration of EMO. (FM 3-12, 2020)

In this regard, considering the rapid and increasing global developments in the field of
electronics and electromagnetic space and the impact of electronic warfare operations as a
battlefield superiority factor in the fate of wars, the need to have an electronic warfare command
and control system model appropriate to today's environments in the Ground Forces of the
Iranian Armed Forces is absolutely essential for commanders and decision-makers. Therefore,
the main question of this research is: What is the EW command-and-control system model of
the Army's ground forces?,

Methodology:

The researcher, with the broad aim of explaining the command-and-control system model of the
Army ground force's electronic warfare, seeks to find a suitable model and answer the main
research question. The type of research is applied and developmental, the research method
(descriptive, case-based research methods were used) and the research approach is mixed
(quantitative and qualitative). The statistical population of this research includes 103 employees
of the Islamic Republic of Iran Army. who have a master's degree or higher in fields related to
electronic warfare and have at least 15 years of service experience in command, staff, and
technical positions in the field of electronic warfare and cyber.

Findings:

The analysis of the research findings shows that, based on the sub-objectives of the research,
through an exploratory study of theoretical foundations, research literature, a study of the
relevant background to the research topic, and interviews conducted, the dimensions,
components, and indicators of the electronic warfare command and control system model were
identified. According to the research findings, the EW C2 system model for the Ground Force,
consists of 7 dimensions, 18 components, and 90 indicators.
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Conclusion:

Decision-making in the electronic warfare environment is very critical and decisive, and the
decision-making process in electronic warfare operations depends on numerous factors, in which
regard the electronic warfare command and control system is of great importance.

The electronic warfare system, as one of the effective war systems and a factor that makes the
battlefield superior, plays a significant role in the fate of wars, as it is able to meet a major part
of the operational needs of commanders by using information collection systems and utilizing
the electromagnetic space and electronic warfare capabilities, and place targets in direct line of
sight and fire using accurate and appropriate sensors.

Based on the research results, the main dimensions for the EW C2 system model for the Ground
Force are as follows:

a) Human Resources: With 3 components (Training & Skill, Expertise, and Mastery) and 15
indicators.

b) Infrastructure and Equipment: With 2 components (Communications and Information) and 10
indicators.

¢) Processes: With 3 components (Methods, Interoperability, and Professional Management) and
14 indicators.

d) Architecture and Structure: With 2 components (Appropriate Design and Structural
Arrangement) and 10 indicators.

e) Security: With 2 components (Physical and Non-Physical) and 10 indicators.

f) Technology: With 3 components (Brainware, Software, and Hardware) and 15 indicators.

g) Support: With 3 components (Intelligence, Operational, and Technical) and 16 indicators. "
Based on the research results, the forest command and control system model with the dimensions
of: human resources, infrastructure and equipment, processes, architecture and structure,
security, technology and support, along with the extracted components and indicators, will
provide the basis for the architecture, implementation and operation of the aforementioned
system.

Keywords: Model, system of command and control, electronic warfar
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L EW: Eletronic Warfare

2 CEMA: cyber elctromagnetic action
% EA: Electronic Attack

4 EP: Electronic Protection

% ES: Electronic Support
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