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Identification and evaluation of internal and external factor
evaluation for countering cognitive warfare in the Iranian Army
Air DefenseForce
Extended Abstract

Introduction:

Contemporary security megatrends unequivocally demonstrate that the character of warfare is
undergoing a profound transformation. As early as 2020, NATO formally recognized cognitive
warfare as the sixth domain of military operations, complementing the traditional domains of
land, sea, air, space, and cyberspace (NATO Review, 2020). Cognitive warfare is a highly
evolved extension of psychological warfare that deliberately targets human cognition:
perception, reasoning, emotion, belief systems, decision-making processes, and ultimately
behavior. It exploits the interconnected, hyper-networked nature of modern societies and
leverages cyberspace, information operations, social engineering, neuroscience insights, and
artificial intelligence to manipulate the human mind without kinetic engagement.

In future air and missile defense battles characterized by hypersonic threats, autonomous drone
swarms, and Al-driven command systems, victory will increasingly be determined inside the
cognitive loop long before physical weapons are employed. The party that successfully degrades
the adversary’s Observe-Orient-Decide-Act (OODA) cycle through disinformation, induced
stress, perceptual distortion, or neurological interference gains decisive advantage. Recent
studies and open-source intelligence confirm that state and non-state actors are already deploying
cognitive tools against military personnel, command staffs, and their families using tailored
narratives, deepfakes, neuromarketing techniques, and algorithmic manipulation of information
environments (Emily, Zac & Sian, 2019; Moghadamfar, 1401).

For the Air Defense Force of the Islamic Republic of Iran Army (IRIA ADF), which operates
one of the most dense and multilayered integrated air defense networks in the Middle East,
vulnerability to cognitive warfare poses an existential risk. Successful cognitive attacks could
paralyze radar interpretation, induce hesitation in engagement decisions, erode trust in command
chains, or trigger fratricide incidents. Given the ongoing hybrid campaign against the Iranian
nation and its armed forces, there is an urgent strategic imperative to identify internal strengths
and weaknesses as well as external opportunities and threats in this new domain, and to
formulate evidence-based military strategies that transform the IRIA ADF from a cognitively
vulnerable entity into a cognitively resilient and, ultimately, cognitively dominant force.
Obijective:

The primary objective of this research is to systematically identify, evaluate, and prioritize
internal environmental factors (strengths and weaknesses) and external environmental factors
(opportunities and threats) affecting the ability of the Iranian Army Air Defense Force to counter
cognitive warfare, and to propose actionable offensive-oriented strategies derived from SWOT
analysis.

Methodology:

This applied research adopted a sequential explanatory mixed-methods design.

e Qualitative phase: Semi-structured in-depth interviews were conducted with 18
purposefully selected defense experts who met strict inclusion criteria (high accessibility,
documented publications in air defense and emerging warfare domains, and willingness to
participate). Interviews were recorded, transcribed verbatim, and subjected to thematic
analysis using MAXQDA 2022 software. The analysis yielded 12 strengths, 15 weaknesses,
11 opportunities, and 14 threats specific to cognitive warfare in air defense contexts.

e Quantitative phase: The extracted SWOT factors were inserted into Internal Factor
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Evaluation (IFE) and External Factor Evaluation (EFE) matrices. A structured questionnaire
was then designed and distributed to a random sample of 87 active air defense experts and
commanders. Respondents rated the importance and current response level of each factor on
a Likert-type scale. Weighted scores were calculated, and the resulting data were used to plot
the organization’s position on the Internal-External (IE) matrix and to formulate and
prioritize SO, WO, ST, and WT strategies.
Findings:
The Internal-External (IE) matrix positioned the Iranian Army Air Defense Force firmly within
the defensive quadrant (hold and maintain zone). The total weighted score of the External Factor
Evaluation (EFE) matrix was 2. 388, notably below the neutral benchmark of 2. 5, indicating that
the organization currently lacks sufficient mechanisms to capitalize on external opportunities and
neutralize cognitive threats effectively. Key external threats included sophisticated foreign
cognitive operations, dependence on imported electronic components susceptible to embedded
backdoors, and the rapid global proliferation of neurocognitive influence techniques. Internal
weaknesses centered on insufficient specialized training in cognitive resilience, limited
institutional experience in offensive cognitive operations, and suboptimal human—machine trust
calibration in high-stress scenarios. Strengths, however, included strong ideological cohesion,
extensive real-world air defense combat experience, and a motivated cadre of young officers.
Conclusion:
The Iranian Army Air Defense Force currently occupies a defensive strategic posture against
cognitive warfare, located dangerously close to the center of the IE matrix. This positioning,
while vulnerable, offers a viable transition window toward offensive dominance. To achieve this
shift, the following priority strategies are recommended:
1.Establish dedicated Cognitive Defense and Cognitive Offense Battalions within the air
defense structure.
2.Institutionalize mandatory, multi-level cognitive resilience and counter-influence training
programs incorporating neuro-linguistic programming resistance, stress inoculation, and media
literacy.
3.Develop indigenous active cognitive operation capabilities, including strategic narrative
shaping and counter-perception management units.
4.Accelerate research and integration of explainable Al and neuro-symbolic decision-support
systems to protect and augment the human cognitive loop.
5.Create joint task forces with ideological-psychological organizations to inoculate both
personnel and their families against external cognitive campaigns.
Implementation of these offensive-oriented (primarily WO and ST) strategies will enable the
IRIA ADF to move from passive reaction to proactive cognitive dominance, ensuring mission
effectiveness and decision superiority in the emerging sixth domain of warfare.

Keywords: cognitive war , External factor evaluation ,Internal factor evaluation.
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