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the face of unexpected disturbances in the operational environment.
The survivability, endurance and stability of the network and its
centers in such conditions will enable the implementation of the
operation and guarantee its success. Operational command, under
the authority of a unified and "sustainable” command and control
network, can pursue operational success. The present study tried to
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previous studies and explain “Robustness” in command and control
systems with a qualitative approach and using Meta-synthesis
method. The researched community was the articles available in the
field of “Robustness” in the world's authoritative scientific databases
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method. The findings of the content analysis were the extraction of
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Extended Abstract

Introduction

The category of command and control and its related knowledge is
one of the most key concepts that has entered the literature of various
military and civilian fields, especially management, to enable
integration, unity, and coordination in decision-making in the field of
command in various operations by facilitating the exchange of
information (Bakhtyari,2019).

Success in operations requires that the operations command always
operate under the command of an integrated and “Robust” command
and control network.

The lack of research that comprehensively explains the “Robustness”
of the command and control system has led the researchers of this
study to explain this concept and how it is related to other related
terms with scientific consideration and the help of metasynthesis.
Conducting this research has the following theoretical and practical
significance:

1. Creating the necessary literature and theoretical foundations in the
field of "Robustness” of the command and control system

2. Creating a unified approach and common understanding of the
definition of the concept of "Robustness” and its relationship with
other related terms;

Therefore, researchers are seeking to answer these questions:

1. What is "Robustness™ in the command and control system?

2. What is the relationship between Robustness and other related
terms?

Methodology
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The type of research is applied development based on the purpose,
qualitative based on the nature of the data, and based on the methods
of data and information collection, libraries (documents). The research
method is analytical-descriptive and qualitative data has been
collected using the meta-synthesis qualitative research method.

2.5.1. Metasynthesis steps
In Table 2, the grouping and analysis of the dimensions of the
Robustness of the command and control system is questioned.

Table (2) Research Questions

Research Question Component

What is * Robustness in the Command

5
and Control System"? (what)’

What are the reasons and requirements
for Robustness in the command and (Why)?
control system

What is the relationship between

2
Robustness and related capabilities (How)*

Step Two: Systematic Review of the Literature

In this regard, first, relevant keywords were selected and examined
individually or in combination in Persian and English, ultimately
finding 620 English articles and 400 Persian articles.

Table (3) Keywords searched in scientific research articles

Keywords

Robustness

Dimensions of Robustness

Robustness components

Robustness indicators

System Robustness

Command and control system
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Step Three: Search, Review, and Select Relevant and Appropriate

Articles

Step 4: Extracting information from articles

At the end of this stage, the researcher identified 52 codes. 36 codes
were selected as the most important indicators from the 41 codes of

the previous stage.

Data Analysis

Step Five: Analyze and synthesize qualitative findings

Table (5) Classification of Finding

Code

Theme

Row

The ability of a system to persist over time, overcoming
relevant external shocks and internal disturbances

The ability of a system to cope with disturbances, changes,
and shocks (and therefore, with uncertainty) by maintaining
stability and maintaining its performance at a high level.

The ability of a system to avoid and prevent failure due to
the increasing complexity between people and technology in
systems

The ability of a system to be less mortal on the battlefild

The ability of the system to be less vulnerable in a threat
environment

The ability of the system to be more resilient to its initial
state, at an acceptable level of performance, in a threat
environment and critical conditions

The ability of a system to provide basic services during an
attack or failure and return to a full service state within a
time frame imposed by the environment

The ability to maintain continuity and operational
throughput during a disruption

The ability of a system to remain isolated or resilient in a
threat environment

The ability of a system to maintain correct operation, with
consistently high quality, and at an acceptable level despite
disruptions and changes of any kind in order to continue its
activities.

The ability of a system to minimize deviation while
maintaining the highest possible level of performance
(performing at the target level with minimum variance).

The ability to satisfy a consistent set of requirements,
despite changes that occur after the system enters service, in
the environment or within the system itself, from the
nominal or expected environment or system design.

The ability of a system to provide satisfactory performance
under all environments, quickly and cost-effectively.

Robustnes
S
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Insensitivity of scheduling performance to disturbances (a
program whose performance does not deteriorate when
exposed to large disturbances)

The ability of the system to remain in equilibrium under
normal operating conditions and to achieve a new
equilibrium operating point after a disturbance is introduced
into the system

The ability to maintain effectiveness across a wide range of
tasks, situations, and conditions

The ability of the system to remain away from or resist
threats and disturbances (natural and artificial)

The ability of a system with an unchanging structure when
changing tasks

The ability of the system to adapt to changes at the highest
level in order to adapt to unpredictable disruptions

The ability of the system to respond quickly and effectively
to changes

The ability of the system to react effectively to a changing
and unpredictable environment and to use those changes as
opportunities for improvement

The ability of the system to sense, perceive, and predict
changes in the workplace

The ability of the system to overcome unexpected

challenges to confront unprecedented workplace threats and
gain advantage and profit from changes as opportunities for .
growth and advancement Agility

The ability of the system to thrive and flourish in an
environment of constant and unpredictable change

The ability of the system to closely align with changing
work needs, in order to gain a competitive advantage

The ability of a system to grow and survive in a competitive
environment, where changes are continuous and
unpredictable and require rapid response to changing
conditions

The ability of a system to dampen phenomena that arise
after disturbances and return to its previous state or to a new
equilibrium point in a limited time

The ability of a system to recover from failure after it has
occurred

The ability to recover from or adapt to adversity, damage, or

A . . . Resilience
destabilizing disturbance in the environment

The ability of a system to tolerate disturbances

The ability of a system to adapt to new situations

The ability of a system to change and respond effectively to Flexibility
changing conditions

The ability of a system to adapt to different conditions

The continuity of work and flawless performance of the
system in critical operational conditions, such that the failure
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or destruction of a group of equipment does not disrupt the Resistance
performance of the entire network.

A complementary concept to the concept of vulnerability.

The ability of the system to withstand disturbances, without
any action or reaction

Step Six: Reliability and Validity of the Model (Quality Control of
Extracted Codes (Research Reliability))

After evaluation, the kappa coefficient (0.603) was obtained more

than the acceptable value. This value means the reliability of the
research

Conclusion

"Robustness” is a superior capability that is based on resilience,
agility, flexibility, and resistance.

The present study is an attempt to explain the concept of “Robustness”
in the command and control system and argues that the concept of
“Robustness " should be considered from a holistic perspective.”
Robustness “cannot be considered a fixed concept that is focused on
only one dimension. In fact, it is necessary to evaluate "Robustness”
from a holistic perspective that considers performance behavior in
terms of stability and in terms of its level.

By utilizing qualitative meta-synthesis and content analysis based on
Shannon entropy, this research presented the concept of
"sustainability” in a comprehensive manner, which is unique in the
field of "sustainability” of the command and control system and some
related concepts, both inside and outside Iran.
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. Command and Control

. Incident Command System (ICS)

. Content Management System (CMS)

. National incident management system (NIMS)
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