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The components of the strategic cyber war game system of the
armed forces of I. R. |
Extended Abstract

Background and Objective:

With the advancement of technologies related to cyber areas, threats related to infiltration,
disruption, and sabotage in these areas have also increased, and decision-makers of organizations
interested in these areas must be able to make appropriate decisions in the event of any of the
threats, and the relevant users must also be able to act on these decisions correctly. The
emergence of the number and variety of cyber attacks requires that countries take decisive
measures against them. These precautionary measures range from personal measures such as
awareness of cyber risks, having situational awareness to strategic measures such as having a
national cybersecurity document, and forming a computer incident response team. One of the
cases that creates and strengthens this ability in decision-makers and users is the cyber war
game, which can greatly reduce the effects of these threats if the information, skills, and abilities
related to this area are improved (Mohammadi; Zahraei, 2010). Also, the cyber strategic war
game is a suitable method for depicting the international, regional and domestic situation and
conditions of both sides of the geographical area of possible conflict, which, while explaining the
war scene of the Islamic Republic of Iran, takes into account the political and military goals of
the opponents and ultimately describes how their armed forces will perform in the form of a
military invasion of the Islamic Republic of Iran and its consequences from the perspective of
both sides, and formulates the exercise of possible future war options according to operational
requirements (Afshardi; Norouzani, 2018). Cyber strategic war games, by providing realistic
battlefield conditions, can lead to the creation of an integrated and homogeneous structure
among armed forces. Cyber wars are like real physical wars, they start in cyberspace and have an
impact in real life. (Karaman et al. , 2016) The game of strategic cyber war can lead to the
creation of a unified and homogeneous structure between the armed forces due to providing the
real environmental conditions of the battle scene. It will also be a suitable tool for depicting the
international, regional and domestic situation of the warring parties in the cyber field. For this
reason, the question of the current research is, what are the components of the strategic cyber
war game system of the armed forces?

Methodology:

This research aims to identify the components of the cyber strategic war game system and its
results will be used in the Armed Forces of the Republic of Iran, therefore, the research method,
in terms of its purpose, is of an applied type and will have scientific utility. The research method
is qualitative in nature and is carried out by analyzing the content of documents, a summary
approach, and using the Max. QDA 2020 software. In qualitative content analysis with a
summary approach, data analysis is performed by searching for specific words and open coding.
Numerous words for each term are identified and calculated, and axial coding is performed.
Then, the relationship between dimensions and components is obtained through interview
analysis, and various graphs are extracted with the software. Here, the researcher wants to know
how many times and by whom the term in question has been used, either directly or indirectly, in
order to thematize the codes based on them. (Iman; Noshadi, 2011).

Findings:

6 dimensions were counted to create a strategic cyber warfare game system.

The research findings express the six main dimensions in the field of creating a strategic cyber
war game system, which are: inputs and outputs of the war game system, war game processes,
technologies, directional elements, Security and threats of the cyber environment of the game of
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cyber war.

In other historical studies, Jahromi (2019) considers the various components of a war game to
include the environment and scenario, players and their decisions, rules and procedures and
arbitration, simulation, database, support and analysis. Moradian (2012) divides the role of
topologies in a war game into operations topology, command topology and information
topology. Afshardi et al. (2018) consider war game approaches in design to include analysis
approach, architecture approach and artistic approach. Bay Fox (2018) introduces the key
elements of a cyber war game as scope, organizational performance, system environment, cyber
defense technologies, threats and scenarios. In its research paper, the prestigious article Rand
Research Institute has introduced the variables of the cyber strategic warfare game scene: the
number and type of enemies and opponents, the level of accuracy and security equipment of the
enemies, the type and capabilities of the players' defensive and offensive systems, the location
and area of the enemy's communication networks and servers, the level of difficulty and
complexity of the game stages, military strategies and tactics of battle in cyberspace.

Among the dimensions of the cyber strategic war game, outputs and inputs are the most frequent,
and cyber environmental factors are the least frequent components of the war game system.

Chart (1): Showing the percentage of frequency of components of the cyber strategic
warfare game system
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Chart (2): Frequency of dimensions and components of the cyber strategic war game
Conclusion:
Based on the study and review of texts obtained from interviews with experts, the components of
the Iranian Armed Forces' strategic cyber war game system were identified and categorized into
six dimensions, which are: 1- Inputs and outputs of the war game system, 2- War game processes,
3- Technologies involved in the war game, 4- Direction-making elements, 5- Security, and 6-
Cyber environmental threats of the cyber war game.

Keywords: Cyber war game, system, armed forces of the Islamic Republic of Iran
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