AN Cronraed awnd St Linkeassty

Military Science and Tactics @

httpss//wwew qimst i/ Criine 155K 45202676

Methods Intrution to Confidentiality in Cyber-
Electromagnetic Networks (Case Study of Military Ad-Hoc

Network)

Sajad Alimohammadi‘©® | Vahid Sajadi Asil?
1. Master of Defense Management of AJA Command and Staff University, Tehran, Iran.
E-mail: s.alimohammadi33@casu.ac.ir

2. . Master of Defense Management of AJA Command and Staff University, Tehran, Iran.
E-mail: v.d.sajadi@gmail.com

Article Info

ABSTRACT

Avrticle type:
Research Article

Article history:
Received

11 July 2024

Received in revised form
10 November 2024
Accepted

9 January 2025
Published online

16 September 2025

Keywords:
Ad hoc network,
Confidentiality,

Intrution

Objective: to identify methods of infiltrating military ad-hoc
networks from the aspect of confidentiality.

Methodology: the type of applied research and the method of this
research is descriptive because the researcher seeks to identify the
subject and based on what it is and without the intervention and
manipulation of variables with the available information regarding
the identification of the methods of penetration into cyber
electromagnetic networks in a systematic and descriptive manner.
Systematically address the current situation, and the research
approach is mixed

The statistical population is the employees working in the army of
the Islamic Republic of Iran, who are familiar with the concepts of
cyber-electromagnetism and have at least 15 years of service in such

jobs.

Findings: In the field of confidentiality, 9 active classic attacks, 7
passive classic attacks and 5 attack methods were identified based on
the attack meter database.

Conclusion: Among the attacks, the three indicators of
impersonation attack with an average of (4.79), packet injection
attack with an average of (4.74), and Sybil attack with an average of
(4.67) for the active classic component, the three indicators of traffic
analysis attack with an average of (4.81), traffic interception attack
with an average of (4.80), and packet sniffing attack with an average
of (4.69) for the passive classic component, and the two indicators of
remote denial of service attack with an average of (4.88) and
WPA/WPA2 crack attack with an average of (4.87) for the meter
attack component, according to the statistical community, are the
best attacks on the confidentiality of military ad hoc networks.
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Networks (Case Study Of Military Ad-Hoc Network)
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Extended Abstract

Introduction

In recent years, the convergence of electronic warfare and cyber warfare has emerged as a central
theme in international discussions. Since 2014, the U.S. military has been actively integrating these
two domains and has published new guidelines. This research explores methods for breaching
confidentiality in ad-hoc networks, which are utilized temporarily and without infrastructure. These
networks exhibit characteristics such as security, resilience, and rapid deployability due to their
independence from fixed infrastructures. The security challenges of ad-hoc networks encompass
availability, integrity, confidentiality, and authentication. Security attacks can be broadly classified
into active and passive types and may stem from external actors or internal nodes. Furthermore,
various encryption techniques and strategies are available to safeguard confidentiality. Different
attacks that threaten confidentiality include traffic analysis, man-in-the-middle attacks, and cellular
network spoofing. Given the importance of messages in military networks, identifying the most
effective penetration methods to uphold security and enhance the efficiency of these networks is
crucial. Various studies have investigated ad-hoc networks and their security, particularly in military
and wireless domains. Shahsavan (2013) discussed the advantages and characteristics of ad-hoc
networks along with their security challenges. Mohammadi (2020) examined the security of Wi-Fi
protocols, addressing existing issues in older protocols, while Afshar Herati (2021) focused on new
security features in ad-hoc networks. Shai and Elboukhari (2018) and Chang et al. (2018) explored
various classical attacks on these networks. Abousaleh et al. (2008) also highlighted the risks of
identity spoofing attacks in routing protocols. The present research places greater emphasis on
methods of compromising confidentiality in ad-hoc networks and utilizes classical attacks alongside
a metric attack database.

Methodology

This study was conducted descriptively, employing both qualitative and quantitative data. The target
population comprised scientific articles, books, and expert opinions, while data collection tools
included interviews and questionnaires. Data analysis was performed using Atlas Ti and Smart PLS
software, and the results of Cronbach's alpha test indicate acceptable reliability of the measurement
model.

Findings

Additionally, the variance inflation factor was calculated to evaluate multicollinearity among
variables. This research identified methods for infiltrating ad-hoc networks. By employing
descriptive methods and tools such as documents and interviews, the findings were derived from
both qualitative and quantitative analyses. The results indicate an increasing use of ad-hoc networks,
particularly within military organizations.

Conclusion

This research was conducted to identify methods of intrusion into ad-hoc networks. A descriptive
method with a mixed approach was employed in this study, utilizing tools such as documents,
interviews, and questionnaires for data collection. To achieve the main objective of the research, past
research sources, books, existing documents, and interviews with experts aligned with the research
goals were qualitatively analyzed using Atlas Ti software. Based on the results obtained, a
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questionnaire was developed and sent to the sample group for responses. After collection, the data
were quantitatively analyzed (descriptively) using SPSS and Smart PLS software. The overall
summary of the final results, based on the research questions, is presented below.

Considering the findings of the research, it can be concluded that the use of ad-hoc networks is
increasing due to their ease and speed of deployment, high mobility, and dynamic topology. One of
the areas where the use of this network is on the rise is military organizations, several examples of
which are mentioned in the theoretical framework section. Hermes Company, as a major provider of
military wireless systems, is capable of utilizing ad-hoc networks. This study aimed to ensure
maximum accuracy in selecting intrusion methods suitable for military ad-hoc networks, relying on
credible sources and expert opinions. The results for intruding into confidentiality are detailed below.
Confidentiality, as previously stated, refers to the protection of data transmitted by a device in such a
way that it becomes unreadable by an unauthorized individual or access point. Since wireless
networks broadcast in all directions and fall within the range of direct data transmission, they
facilitate data retrieval and eavesdropping, making it crucial to keep data confidential from
unauthorized users or devices. Currently, there are many methods employed to maintain
confidentiality in ad-hoc networks, which somewhat complicate unauthorized access.

The most significant intrusion techniques in ad-hoc networks concerning confidentiality, based on
the analysis conducted, include:

- Classic active attacks, comprising identity spoofing, packet injection, man-in-the-middle attacks,
cellular network spoofing, and denial-of-service attacks;

- Classic passive attacks, including traffic analysis, traffic interception, packet sniffing, packet
extraction, and information leakage;

- MitM attacks, which include remote service denial attacks and WPA/WPA2 cracking attacks.
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