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Objective: In this research, the effective factors on the behavior of
information security employees were investigated and the role of
organizational culture on the behavioral pattern of employees was
determined and an optimal behavioral pattern was proposed.
Methodology: The research analyzed the factors affecting the
behavioral pattern in the face of cyber security threats using a
combined method, and the effect of policy and organizational
culture on it was investigated with a meta-composite (sequential-
exploratory) method.

Findings: First, 270 primary sources including domestic and
foreign articles were screened and 83 domestic sources and 29
foreign sources were selected. From these sources, 142 indicators
consisting of 5 dimensions and 17 components were extracted, then
with the help of the two-stage Delphi method, the questions were
evaluated and validated, and 11 indicators were removed from
them, and in the quantitative stage, a questionnaire with 131
questions was created. It was prepared and information security
experts answered the questionnaire.

Conclusion: By analyzing the data using SPSS and MATLAB
software. It was found that there is a statistically significant
relationship between the two characteristics of policy and
organizational culture and the behavior pattern of information
security experts in relation to information security policy.
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Extended Abstract

Introduction

Today, the success of information security depends to a large extent on effective user behavior.
Correct and constructive behaviors of users, system administrators, and other individuals can greatly
enhance the effectiveness of information security; while incorrect and destructive behaviors can
actually hinder its effectiveness. Given that the complexities of human factors affect the availability,
reliability, and integrity of information systems. Given the general lack or lack of research in this field
and given the importance of information security for today's organizations and the direct impact of
human factors management on the organization's information security, the present study aims to
present a different approach to information security by focusing on "behavioral information security,
professionals, and managers" and by identifying and examining the obvious and hidden factors
affecting information security in organizations, to present a model of correct professional behavior for
information security experts in the face of cyber threats with quantitative and qualitative assessments.
Among the vectors for reducing data-related attacks and incidents, the present study highlights the
importance of defining a cybersecurity awareness plan that includes providing training to employees
and using simulation scenarios to identify social engineering and phishing campaigns. (1) Employees
can acquire the cybersecurity skills necessary to effectively manage and respond to cybersecurity
threats and risks. In this way, employees can gain a proper understanding of the cybersecurity threats

and risks that companies face and gain greater confidence in managing cybersecurity tasks. (2)

Methodology

In the present study, with a combined (sequential-exploratory) approach, data from documentary
studies were collected and analyzed qualitatively and the meta-synthesis method (a method based on a
systematic review of library studies) was used to identify the components of the appropriate
behavioral pattern of information security experts. The meta-synthesis method consists of two basic
parts: qualitative and quantitative. In the qualitative part, new and basic topics and metaphors were
explored, and the components of the appropriate behavioral pattern of information security experts
were extracted from internal and external sources. The experts' perspectives were used to confirm the
desired components. Therefore, experts constitute the qualitative statistical population of this study.
Findings

In the first round, the validity of the indicators for Delphi was examined with the help of 15 experts,
including nine information security professors and six information technology professors, all of
whom had doctoral degrees. In the second round, the indicators that were agreed upon by the experts
in the first round of Delphi were provided to the second group of experts to be evaluated. In the
second round, electronic and paper questionnaires were provided to 15 people. The educational
degree of the experts studied in the second round of Delphi was a master's degree in information
technology and information security, and after the final analysis, the indicators were evaluated and the
indicators outside the evaluation were eliminated. The criteria for evaluating the indicators were the
CVR (content validity ratio) and CVI (content validity index) parameters, and indicators with a CVR
above 74% and a CVI above 49% were approved. (Balan et al. 2020) In total, according to Table (2),


https://orcid.org/0000-0002-4972-9789

iy ol 99 g pole (ols dolidad

Lol sl y e 3 8200 httpswww gqimst.in/ THVP-PAT Sy S0 L NP e W

the final questionnaire approved by the experts was prepared, including 5 dimensions and 17
indicators, and out of 142 indicators extracted from the sources, 131 indicators were finally approved.

Dimensions and components of research in cyber threats

Dimensions Component
Insufficient protection against eavesdropping/interception and criminal
activity
Security Vulnerabilities Unauthorized physical access

Weakness in maintaining information resources
Defects in information infrastructure
Criminal activity service blockage
Physical threats

Unintentional damage

Misuse

Administrative

Application

Rules

Monitoring

Planning

Equipment

Technical Factors Encryption

Monitoring

Access control

Security Threats

Human Factors

Process Factors

The study used three criteria of reliability, convergent validity and divergent validity. It is necessary
to examine the reliability at the representative and latent variable levels. Representative reliability was
examined by measuring factor loadings and the reliability of latent variables was examined through
composite reliability. In the table below, the Cronbach's alpha value for all variables is greater than

the appropriate limit of 0/6 and they have a desirable reliability.
Calculating Cronbach's alpha, reliability, composite reliability, and variance
of research dimensions and components

Mean Composite s Cronbach's ARGED R ES
Explained S Reliability
- Reliability Alpha
Variance
AVE>0/5 CR>0/7 | rho_A>0/7 CA>0/6
0/763 0/995 0/997 0/994 Cyber threats
0/817 0/991 0/991 0/991 Security vulnerabilities 1
Inadequate protection against
0/864 0/981 0/978 0/977 eavesdropping/interception 1-1
and criminal activity
0/888 0/96 0/944 0/937 Unauthorized physical access 1-2

Weakness in maintaining

0/866 0/978 0/974 0/974 . . 1-3
information resources
0/821 0197 0/964 0/964 Defects in information 1-4
infrastructure
0/803 0/991 0/991 0/991 Security threats 2
0/88 0/983 0/981 0/981 Denial of service 2-1
0/918 0/971 0/956 0/955 Criminal activity 2-2

0/854 0/981 0/979 0/979 Physical threats 2-3
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Mean Composite s Cronbach’s Hidden variables

Expl:?uned Reliability Reliability Alpha

Variance

AVE>0/5 CR>0/7 | rho_A>0/7 CA>0/6
0/847 0/978 0/974 0/974 Inadvertent damage 2-4
0/797 0/983 0/982 0/982 Misuse 3
0/836 0/973 0/967 0/967 Human factors 3-1
0/834 0/976 0/972 0/971 Management 3-2
0/775 0/982 0/981 0/981 Application 4
0/834 0/976 0/972 0/971 Process factors 4-1
0/821 0/974 0/97 0/969 Laws 4-2
0/719 0/969 0/991 0/965 Monitoring 5
0/591 0/882 0/762 0/889 Technical factors 5-1
0/865 0/983 0/981 0/98 Planning 5-2
0/89 0/985 0/982 0/982 Equipment 5-3
0/535 0/902 0/905 0/887 Cryptography 5-4
0/883 0/984 0/982 0/981 Monitoring 5-5

Conclusion

The origin of an organization's policy is the organization's rules, and the result of the policy is
achieving the organization's goals. The high weight of the "rules" index in the "process factors"
component and the need to update the policy, which is one of the characteristics of the "rules" index,
indicates the importance of the policy and organizational culture. The high weight of the indicators
related to organizational culture in the "human factors" dimension indicates the direct and influential
relationship of organizational culture on the behavioral pattern of information security experts.
Therefore, organizational policy and culture play a significant role in correcting or destroying the
behavioral pattern of information security experts and, consequently, in the organization's
performance. Errors in the information security policy can directly affect the organization's

performanc
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