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Objective: The primary objective of this study is to develop a conceptual
model for the application of artificial intelligence (Al) algorithms in
cyber operations, grounded in the MITRE ATT&CK framework. The
model aims to enhance understanding of how Al can be systematically
exploited to support offensive cyber activities.

Methodology: In order to achieve the mentioned goal, first and in the
stage of data acquisition by initial search in Google, Google Scholar and
reliable scientific databases (Science Direct, Springer, Emerald, Taylor,
and Francis) articles related to artificial intelligence and offensive cyber
operations are explored and in general, 121 results were found. Then,
using the text theme analysis approach, 39 codes were extracted in the
form of basic themes.

Findings: The thematic network revealed that Al technologies can
significantly influence various stages of cyber operations. Specifically,
the organizing themes—identification, implementation, anonymity, and
impact and action—highlight the diverse functionalities Al provides
across the cyber-attack lifecycle. These include target recognition,
adaptive strategy formulation, concealment of operational signatures, and
maximization of offensive outcomes.

The finalized conceptual model articulates the operational domains
where Al algorithms are most effectively utilized within the context of
the MITRE ATT&CK framework. It demonstrates the potential of Al to
enhance adversarial tactics, techniques, and procedures (TTPS),
particularly by enabling automated decision-making, increasing
situational responsiveness, and improving operational precision.
Conclusion: The findings underscore that the integration of artificial
intelligence into cyber operations substantially reduces dependence on
human operators while automating complex stages of the cyber-attack
process. Al algorithms enhance the accuracy, speed, and overall
effectiveness of cyberattacks, thereby transforming the nature of
offensive cyber capabilities.
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Proposing a Conceptual Model for the Application of
Artificial Intelligence Algorithms in Offensive Cyber

Operations
Aamadreza Tarasoli’ | Hasan Mohammadimonfared?®®

Extended Abstract

Introduction

With the increasing development of artificial intelligence technology
and the increase in the number, intensity and variety of offensive
cyber operations in recent years (Walker-Munro, et al. ,2023: 28),
cyber attackers have turned to using advanced cyberattack techniques
to Automate cyber weapons with the help of artificial intelligence and
machine learning (LeCun, 2022: 1), increase their accuracy and
generally reduce the dependence on human power (Nguyen, et al. ,
2023: 1). Offensive cyber operations can be defined as "actions that
affect the confidentiality, integrity, and availability of information”
(Huskaj,2019: 1). A well-known example of a potential govern ment
offensive cyber operation is the 2020 supply chain attack that
compromised tens of thousands of government computers. The attack
was one of the worst government breaches in US history
(FireEye,2023). Considering the role of artificial intell igence
technology and machine learning algorithms to automate the
exploitation of cyberspace and the successful implementation of
cyberattacks (Maeda, et al. ,2021: 11). Therefore, the main goal and
concern of the researcher is to present a conceptual model in order to
use artificial intelligence technology algorithms in
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offensive cyber operations, based on the framework of Maitre
attacks.

Methodology

In terms of direction, this research is considered to be of the type
of applied development studies, and in terms of the nature of the
data, it is of the qualitative research type, and in terms of the
certainty of the data, it is of the exploratory type. The method of
information analysis is text content analysis. Thematic analysis
is @ method to recognize, analyze and report patterns (themes) in
qualitative data. This method is a process for analyzing textual
data and transforms scattered and diverse data into rich and
detailed data (Abdi Jafari et al. , 2012: 153). Themes are
extracted from within the codes and developed by interpretive
analysis of the data; Overarching themes form the core and focus
of a the- matic network. (ibid: 154). The content validity test was
used to measure the validity of the research. Validity refers to the
fact that; To what extent do the obtained data adequately reflect
the true meaning of the concept under consideration (Babi, 2012:
335). In fact, validation means “do we really measure what we
intend to measure”(Baker, 2014: 138). Therefore,in the leading
research,in order to validate the findings,the judgment and opini-
on of ten researchers of the research field, consisting of faculty
members and researchers of the National Defense Uni versity,
have been used in the form of a Delphi panel. Also, to measure
the reliability in this research, the agreement percentage index
(Cohen's kappa coefficient) has been used.

In this way, after the end of coding, about 20% of codings were
selected and coded by the researchers again. The frequency of
code similarity was calculated using this index, which was
determined to be higher than 70% for all components.

Findings
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In this research, a total of 121 results were found in the initial
search in Google, Google Scholar and authoritative scientific
database(Science Direct, Springer, Emerald, Taylor, and Francis)
by searching the words artificial intelligence technology and
offensive cyber operations. In the first stage, 48 sources were
excluded because they were not directly related to the topic; In
the second stage, 17 duplicate sources were removed from the
list of sources and in the final stage, 56 sources were carefully
studied to extract the network of themes, and themes and codes
were extracted from 27 sources and from 29 other sources due to
overlapping with other sources. No topics were found to extract.
Based on this,finally, 27 sources were selected for in-depth study
as described in Table (1).

Table (1) number of selected articles from scientific databases
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After finishing the initial coding and counting 39 codes, common
codes were put together to decide how to combine and combine
different codes to form basic themes. In the next step, the nature
and concept of each basic theme was identified more precisely
and appropriate names were chosen for the themes. Then, higher
level themes (organizing themes) were identified. For this
purpose, first, the main themes that had a lot in common or were
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around a specific topic were combined and formed an organizing
theme. The results of this analysis include the identification of
the basic theme, the organizing theme, and the overarching
theme in the form of a conceptual model of the use of artificial
intelligence algorithms in offensive cyber operations according
to Figure (1).

Figure(Y): conceptual model of using artificial algorithms in offensive cyber operations

Conclusion

Basically, cyber attackers, whether governmental or non-
governmental actors, are constantly changing and improving the
efficiency of their attacks and emphasize the use of artificial
intelligence algorithms in the attack process. This study
identifies and introduces the offensive capabilities of artificial
intelligence that allow attackers to launch attacks on a larger
scale, with a wider scope, faster and more precisely.
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This research showed that in addition to the widespread use of
artificial intelligence algorithms in all 14 steps of the Maitre
attack framework, most algorithms are used in the stages of
identification, access promotion, discovery, lateral movement
and access to credentials. Also, according to the results of the
interviews, despite the fact that the participants believed that
there are certain complications in knowing the algorithms of
artificial intelligence in cyber operations and sharing information
in this field, it was confirmed that the use of artificial
intelligence algorithms It can bring various benefits such as the
following:

1. Increasing the accuracy and efficiency of cyber operations

2. Reducing the cost and time of cyber operations

3. Achieving more complex goals
However, the use of artificial intelligence algorithms in offensive
cyber operations also brings challenges that need to be used with
awareness and caution. It should be possible to be sure that
artificial intelligence algorithms will perform well in different
conditions and provide predictable results. They must be
transparent and accurately identify targets, execute attacks
effectively, and responsibly avoid computational errors.
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9 Tactics

19 Techniques
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! Reconnaissance

? Resource Development
% Initial Access

4 Execution

% Persistence

®Privilege Escalation

" Defense Evasion

8 Credential Access

° Keylogger

9 Discovery
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! Collection

2 Exfiltration

¥ Impact

* Ransomware

5 Adversary, capability, infrastructure, and victim

® Meta-characteristics

" Time stamp, phase, outcome, direction, methodology, and resources
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! open source
2Sun Tzu

® Target Profiling
*Web
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! Recurrent neural network (RNN)

?long short-term memory (LSTM)

® Consolidated capabilities

*local area network (LAN)

> resource description framework (RDF)
®web ontology language (OWL)

" semantic web rule language (SWRL)

® Probabilistic soft logic (PSL)

% Hidden Markov models (cascading HMM)
19 Convolutional neural networks (CNNs)
1 fuzzy logic ontology

12 Support Vector Machine (SVM)

3 random forest (RF)

“naive Bayes (NB)

Bogistic regression (LOG-REG)

18 \/ulnerability Scoring System (CVSS)
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! feed forward neural networks (FFN)

2 prute-force attack

*key-logger

* genetic algorithm

S Artificial bee colony (ABC)

® Simulated Annealing (SA)

" Generative adversarial network (GAN)
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! k-Nearest Neighbors (KNN)

Z Support Vector Classifier

3 gradient boosting regression tree(GB)
*multilayer perceptron (MLP)

® Adaptive Algorithm (AA)

® Captcha

” Self-Learning Malware

8 Gaussian distribution (GD)

¥ Markov chain
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! Intelligent concealment malware
2 Evasive malware

*Backdoors

* Open source projects
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