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Objective: The primary concern of this study is the lack of codification
concerning the indigenous intelligent command and control model.
Accordingly, the main objective is to develop such a model using the
military Internet of Things (loT). Secondary objectives include:
identifying the dimensions and components of the model, determining
the relationships between these dimensions and components, and
examining the achievements, consequences, functions, and requirements
of the model design.

Methodology: This study adopts an applied-developmental research
design, employing a descriptive-case research method with a mixed
research approach. Data collection incorporates both field and library
research, utilizing books, scholarly articles, official documents,
interviews, and questionnaires. The temporal scope spans the years
1402-1403 (Solar Hijri calendar), with projections for the subsequent
five years, while the spatial domain encompasses the armed forces of the
country. The statistical population consists of 70 subject-matter experts.
Structural equation modeling (SEM) is applied to analyze the
relationships and correlations between factors.

Conclusion: The dimensions of model design are intelligence,
information management, sustainability, interoperability, integration, and
network-oriented. The achievements and consequences of designing the
model are improvement (intelligence of command and control, decision-
making and decision-making, comprehensive defense readiness,
deterrence), increasing military authority and capability, and increasing
indigenous cyber power. The functions of model design are intelligence-
making (action-oriented and strategic command systems, control,
monitoring and evaluation systems, communication systems, computer
and cyberspace systems, information collection systems, surveillance and
identification systems) and online situational awareness on the
battlefield. The requirements of designing the model are battlefield
intelligence, localization of loT standards, loT software security, and
funding and credit, training and skill development.
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Designing the Model of Intelligent Command and

Control by Using the Military Internet of Things
Mohammad Sepehri®'| Adel Farzaneh?

Extended Abstract

Introduction

Military superiority, battlefield coordination, and decision-making
critically depend on situational awareness facilitated by the integration
of the Internet of Military Things (IoMT) and the continuous
dissemination of combat intelligence. Elements such as predictive
analytics, machine learning, knowledge management, and decision
support systems are pivotal to the advancement of command and
control (C2) intelligence systems. Intelligent C2, while fundamentally
grounded in advanced technologies, also entails a cognitive
dimension. The deployment of IoMT significantly enhances
intelligence capabilities and introduces innovative methods of warfare.
When coupled with artificial intelligence (Al), 1oMT transforms
traditional C2 paradigms, culminating in a new form of intelligent,
adaptive command infrastructure.

The central problem addressed by this study is the absence of a
codified model for intelligent command and control tailored to the
specific context of the military Internet of Things. Accordingly, the
primary objective is the development of a localized, indigenous
intelligent C2 model that leverages 1oMT capabilities. The
development of IoMT technologies is predominantly directed toward
enhancing the functionality of C2 systems. Sensors and
communication networks serve as critical tools for real-time
information gathering and dissemination across the battlefield, thereby
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enabling more effective command over military assets (Beheshti
Atashgah, 2018).

Intelligent command and control refers to the systematic provision of
personnel, equipment, infrastructure, and methodologies required for
the efficient collection, processing, and distribution of information.
These processes inform decision-making, planning, operational
execution, and strategic oversight. Key attributes of intelligent C2
include: decisive support for command decisions; efficient
information management; rapid planning and responsiveness; swift
and secure information  dissemination; system integrity;
comprehensive situational awareness; strategic foresight; extensive
use of information and communication technologies (ICT); and
interactive coordination throughout the C2 chain (Rezaei et al., 2020).
Therefore, the design of an indigenous intelligent C2 model utilizing
IoMT is imperative for enhancing combat capabilities, enabling timely
decision-making, establishing dynamic operational protocols,
developing integrated command infrastructures, ensuring real-time
battlefield awareness, and mitigating strategic vulnerabilities in
response to emerging threats.

Methodology

This research employs an applied-developmental framework and
adopts a descriptive-case study design with a mixed-methods
approach. Data collection was conducted through both fieldwork and
library research, utilizing a range of scholarly sources including
books, academic articles, research documents, interviews, and
questionnaires. The temporal scope of the study spans from 1402 to
1403 (2023-2025), covering a five-year period, while the spatial
scope encompasses academic institutions and military centers within
the country. The thematic scope includes the dimensions and
components of military 10T technology and the design of an
indigenous intelligent command and control model.

The study’s target population comprises 70 experts in the fields of
cyber operations and command and control, all of whom possess
postgraduate qualifications (Master’s or Doctorate) and relevant
managerial or strategic experience. To analyze the interrelationships
among variables, structural equation modeling (SEM) was employed



i@ Military Science and Tactics

hatps/ Www.aimst.ir o (S04 4500-2670  Prire 52 2008-191

using SmartPLS software. For content validity assessment, the
Lawshe method was used. The reliability of the measurement
instruments and the correlation among model components were
evaluated through factor loading coefficients and Spearman
correlation analysis. Cronbach’s alpha and composite reliability were
used to test internal consistency. Construct validity—including
convergent and discriminant validity, as well as model fit—was
assessed using co-reliability analyses and the Fornell-Larcker
criterion.

Findings

Based on the ranking of dimensions derived from the significance
coefficients within the research model, the "intelligence™ dimension
was ranked highest, while "information management” ranked lowest.
Among the components of the network-oriented dimension,
"indigenous cyberspace” achieved the highest ranking, whereas "radar
networks and smart weapons” were ranked lowest. Within the
intelligence dimension, “intelligent control systems™ held the top
position, while "Al-based unmanned systems" were ranked lowest.

In the integration dimension, the component “expert personnel”
ranked first, whereas "technology-based organizational structure”
ranked last. For the information management dimension,
"management and guidance of information™ was ranked highest, while
"information exchange" was the lowest-ranked component. Within the
interoperability dimension, the "laws and regulations of military
command and control” ranked first, while "laws and regulations of
national command and control” ranked last. Lastly, in the stability
dimension, "security of command and control systems™ was the most
prominent component, whereas "passive defense™ was ranked lowest.
The overall evaluation of the PLS structural model, as measured by
the Standardized Root Mean Square Residual (SRMR), yielded a
value below the 0.08 threshold, indicating a strong model fit and
alignment with the expected conceptual framework.
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Conclusion

The primary dimensions influencing the design of an indigenous
intelligent command and control model based on military IoT include,
in order of significance: intelligence, information management,
stability, interoperability, integration, and network orientation. The
anticipated outcomes of developing this model encompass the
enhancement of C2 intelligence, more effective and timely decision-
making, heightened defense readiness, strengthened deterrence
capabilities, increased military authority and operational capacity, and
the advancement of indigenous cyber power.

The model’s functions extend to: the development of intelligent C2
systems at operational and strategic levels; the modernization of
control, monitoring, and evaluation mechanisms; and the smart
integration of communication, computing, surveillance, and
identification systems. Additional functionalities include real-time
battlefield data fusion, rapid and intelligent decision-making,
improved operational reliability and tactical precision, heightened
battlefield efficiency, automated control of military systems, and
continuous situational awareness.

Key prerequisites for the implementation of this model include:
battlefield intelligence integration, localization of loT standards,
security protocols for loT software and hardware, establishment of
specialized networks and infrastructures, adoption of indigenous loT
communication protocols, integration of intelligent information flows,
operational continuity, allocation of financial and technical resources,
and specialized training and capacity development.
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