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Objective: The aim of this research is to explore the application
of the Internet of Things (IoT) in the information sector of the
Islamic Republic of Iran Army. Due to the exploratory and
descriptive nature of the research questions, the formulation of
hypotheses was avoided.

Methodology: The research is applied in nature, and the method
employed is descriptive with a mixed approach. The data
collection methods include fieldwork, library research,
interviews, questionnaires, documents, websites, and note-taking.
The study population consisted of 100 personnel from the Islamic
Republic of Iran Army, ranging from second lieutenant to higher
ranks, with bachelor's degrees or higher in fields related to the
topic, such as telecommunications, electronics, computer science
(specializing in 10T), and intelligence (specializing in information
gathering). Cronbach’s alpha was used to confirm the reliability of
the questionnaire.

Findings: After collecting the questionnaires, the statistical
results obtained from the data were analyzed using SPSS
software. To enhance scientific validity, the Friedman test was
used for prioritization.

Conclusion: The final results indicate that the Internet of Things
in the information sector of the Islamic Republic of Iran Army is
applied in the following components, in order of importance:
information collection, processing, storage, and dissemination,
along with the indicators outlined in the research.
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The Application of the Internet of Things in the
Information Arena of the Islamic Republic of Iran Army

Sepehr Mohammadzahraei'| Ali Farahmandnezhad > |Soheil
Mohammadzahraei®

Introduction

Information has always played a crucial role in human competition,
and those with superior abilities to collect, understand, control, and
utilize information have consistently held a significant advantage on
the battlefield. In the information age, the scope of the battlefield has
expanded considerably, and the pace of operations has accelerated.
Consequently, the principle of surprise, which stems from information
superiority, has become central to modern warfare. A force that
effectively harnesses this advantage to influence the intentions, states,
and actions of the enemy can be said to have fully utilized information
superiority. This superiority refers to the advantage gained through the
ability to collect, process, and continuously disseminate current
information. Today, with advancements in science and technology,
various innovations have permeated all facets of the battlefield,
including the information domain. Commanders are increasingly
focused on collecting information faster and more efficiently to
maintain information superiority. One such technology is the Internet
of Things (loT), first proposed by Kevin Ashton in 1999, which has
since seen gradual expansion across all aspects of human life. The loT
is a network of interconnected devices, sensors, and objects that
communicate via information infrastructure to provide services,
creating a smarter environment where devices anticipate human needs
and act accordingly, without explicit instructions (Esmaili & Azimeh,
2010). The integration of loT into the battlefield promises to drive
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significant developments, offering advanced services and applications
to military operations. In particular, IoT’s application in networking
forces and equipment can improve efficiency and decision-making
speed (Yushi, Fei & Hui, 2012). The purpose of this research is to
explore the application of the Internet of Things in the intelligence
sector of the Islamic Republic of Iran Army. This aligns with the
Supreme Leader's directives on fostering creativity and innovation
within the armed forces, as well as enhancing their capabilities in
accordance with the "Second Step of the Revolution™” statement. The
use of modern technologies, particularly 10T, aims to enhance the
rapid and accurate collection of information, facilitating informed
decision-making for commanders on the battlefield. The primary
research question is: How is the Internet of Things used in the
intelligence field of the Islamic Republic of Iran Army? The sub-
questions include: How is the Internet of Things used in information
collection? How is it used in information processing? How is it used
in information storage? And how is it used in information
dissemination?

Methodology

This research is applied in nature, utilizing a descriptive research
method with a mixed approach. The data collection methods include
both field and library research, incorporating interviews,
questionnaires, documents, websites, and note-taking. The study
population consists of 100 personnel from the Islamic Republic of Iran
Army, from the rank of second colonel and above, with a bachelor’s
degree or higher in fields related to the research, such as
telecommunications, electronics, computer science (specializing in
IoT), and intelligence (specializing in data collection). Cronbach's
alpha was used to verify the reliability of the questionnaire. After
collecting the questionnaires, the data were analyzed using SPSS
software and prioritized using the Friedman test to ensure scientific
rigor.

Findings
The results indicate that the Internet of Things is applied in the



)y ol (598 g pole pole dolidad

ol dhi g i b 20 hatps:/ /Www.aimstir YOV PATs e LS TIT-A

information field of the Islamic Republic of Iran Army, specifically in
the components of information collection, processing, storage, and
dissemination, as well as the indicators identified in the study.

Conclusion

An analysis of the relevant documents, sources, expert opinions, and
questionnaire results, combined with qualitative and quantitative
analysis of the target data, reveals that the Internet of Things is
utilized effectively in the intelligence sector of the Islamic Republic of
Iran Army in the areas of information collection, processing, storage,
and dissemination. Among the 11 indicators used in the research, 5
indicators received an average score of over 4.00, signifying their
applicability in the intelligence field. These top indicators include:

1. Collecting and transmitting information and images from
unmanned aerial vehicles (UAVS) to the ground control station
for real-time monitoring of battlefield events.

2. Collecting climatic and geographical data from sensors
measuring temperature, humidity, and other relevant factors in
the battle area.

3. Collecting data from wearable sensors embedded in soldiers'
equipment to monitor battlefield casualties and injuries.

4. Analyzing and converting raw data into actionable
information.

5. Storing and managing received data using cloud computing
technologies.

Following these top indicators, the subsequent priorities include:

1. Facilitating information exchange between frontline and
headquarters units at all levels.

2. Collecting data from unmanned surface and subsurface vessels
to track enemy unit locations and movements.

3. Prioritizing information based on its significance (high or low
priority) and transmitting it accordingly.

4. Providing commanders with reports in the form of tables,
charts, and graphics based on stored data.

5. Collecting data on the availability and status of equipment, as
well as personnel casualties.
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6. Collecting imagery from drone cameras, helmet-mounted
cameras, and cameras on tanks and vehicles to assess the
damage from artillery or enemy airstrikes and guide rescue
operations.
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